Practical Steps Taken to Reboot Vulnerability 
Management for Modern IT and Mature Business 


A Three-Phase Approach to Meeting our Vulnerability 
Management Goals with Qualys 
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Cloud Agent Configuration & Testing with Application Teams 
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Set Parameters 


Agent Status Interval* 
Push interval in seconds to update system with Agent's status 


Delta Upload Interval* 0 sec(1 - 1800) 
Interval an agent attempts to upload detected changes 


Chunk sizes for file fragment uploads* KB(64 - 10240 


This is the upload bloci e, and combined with the above Network throttle Tx 
determines network utilization 


Upgrade Reattempt Interval* sec(180 or more) 
Interval an agent will retry applying a new upgrade to itself 


Logging level for agent* 
This is the logging level for the agent 


CPU Limit* 


Defines the percentage limit of the processor core(s) used by the agent. Lower 
percentages reduces CPU utilization at the expense of longer execution times. 
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Reporting - Better Data, Better Results 


Vulnerability Remediation Report 
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With cleaner more relevant data we can detect changes in our environment sooner 


With faster results and less impact on the systems the Qualys Cloud Agent has 
quickly become the one security agent our Operations Teams depend on and 
expect immediate remediation of any agent not reporting in 


By leveraging the API from Qualys and our CMDB we use a custom reporting 
solution where we rollup under the VP for each area and the leaders under them 


